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FIRST REGULAR SESSION

HOUSE BILL NO. 770

95TH GENERAL ASSEMBLY

INTRODUCED BY REPRESENTATIVES GRILL (Sponsor), PACE, ATKINS,
SCHIEFFER AND CHAPPELLE-NADAL (Co-sponsors).

1437L.011 D. ADAM CRUMBLISS, Chief Clerk

AN ACT

To amend chapter 407, RSMo, by adding thereto one new section relating to consumer
notification of security breaches.

Be it enacted by the General Assembly of the state of Missouri, as follows:

Section A. Chapter 407, RSMo, is amended by adding thereto one new section, to be
known as section 407.1395, to read as follows:

407.1395. 1. Asused in thissection, the following terms mean:

(1) " Breach of thesecurity of thedata" , unauthorized acquisition of computerized
or noncomputerized data that compromises the security, confidentiality, or integrity of
personal information maintained by the entity. Good faith acquisition of personal
information by an employee or agent of the entity for alegitimate purpose of the entity is
not a breach of the security of thedata, provided that the personal infor mation isnot used
for apurposeunrelated totheentity or subject tofurther unauthorized disclosure. Breach
of the security of noncomputerized data includes but is not limited to unauthorized
photocopying, facsimiles, or other paper-based transmittal of documents;

(2) " Credit card", any card, plate, coupon book, or other credit deviceexisting for
the purpose of obtaining money, property, labor, or serviceson credit;

(3) " Debit card", any card or deviceissued by afinancial institution to a consumer
for use in initiating an electronic fund transfer from the account holding assets of the
consumer at such financial institution, for the purpose of transferring money between
accounts or obtaining money, property, labor, or services,

EXPLANATION — Matter enclosed in bold-faced brackets [thus] in the above bill isnot enacted and is intended
to be omitted from the law. Matter in bold-face typein the above bill is proposed language.
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(4) "Entity", asoleproprietorship, partnership, cor poration, association, or other
group, however organized and whether or not organized to operate at a profit, including
afinancial institution or ganized, chartered, or holdingalicenseor authorization certificate
under thelawsof thisstate, any other state, the United States, or of any other country, or
the parent or the subsidiary of a financial institution;

(5) "Payment device", acard, code, or other meansto accessor place a chargeon
a consumer's account or bill;

(6) "Person", any individual, firm, partnership, association, cor poration, limited
liability company, organization or other entity, but shall not include the state or any
political subdivision of the state, or any agency ther eof;

(7) " Personal information" :

(& Anindividual'slast name, address, or phone number in combination with any
oneor moreof thefollowing data elements, when either thenameor thedataelementsare
not encrypted or redacted, or encrypted with an encryption key that was also acquired:

a. Social Security number;

b. Driver'slicense number or stateidentification card number;

c. Account number, credit, debit, or other number identifying a payment device,
if circumstancesexist in which such anumber could beused without additional identifying
information, access codes, or passwords;

d. Account passwordsor personal identification numbers (PINS) or other access
codes,

e. Biometric data, other than a photograph;

f. Any of the items in subparagraphs a. to e. in this paragraph when not in
connection with the individual's last name, address, or phone number if the information
compromised would be sufficient to perform or attempt to perform identity theft or other
illegal conduct against the per son whose infor mation was compromised;

(b) " Personal information™ shall not includeinformation that islawfully obtained
from a single public record of federal, state, or local government record, provided that
such information has not been aggregated or consolidated into an electronic database or
similar system by the entity;

(8) " Social Security number” , any portion of three or mor e consecutivedigitsof a
Social Security number.

2. (1) Except asprovided in subdivision (2) of thissubsection, any person or entity
that owns or uses personal information in any form, whether computerized, paper, or
otherwise, that includes personal information concerningaMissouri resident shall notify
theresident that therehasbeen a breach of the security of the data following discovery or
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notification of thebreach. Thedisclosurenatification shall bemadein the most expedient
time possible and without unreasonable delay, consistent with the legitimate needs of law
enforcement, as provided in subdivision (2) of this subsection, or with any measures
necessary to determine the scope of the breach and restore the reasonable integrity,
security and confidentiality of the data system.

(2) The naotification required by this subsection may be delayed if a law
enforcement agency determinesin writing that the notification may materially impede a
criminal investigation.

(3) For purposesof thissection, noticeto consumersmay be provided by oneof the
following methods:

(&) Written notice;

(b) Electronic notice, if the notice provided is consistent with the provisions
regarding electronic records and signatures, for noticeslegally required to bein writing,
set forth in Section 7001 of Title 15 of the United States Code;

(c) Substitute notice, if the agency demonstratesthat the cost of providing notice
to persons in this state would exceed two hundred fifty thousand dollars or that the
affected class of subject personsto benotified in thisstate exceedsfive hundred thousand
dollarsor the agency doesnot have sufficient contact information. Substitute notice shall
consist of all of thefollowing:

a. Conspicuous posting of the notice on the Internet site of the agency or person,
if the agency or person maintains a public Internet site; and

b. Notification to major statewide media. The notice to media shall include a
toll-free phone number where an individual can learn whether or not that individual's
personal dataisincluded in the security breach.

(4) Such notice shall include:

(a) Totheextent possible, adescription of the categories of information that were,
or arereasonably believed to have been, accessed or acquired by an unauthorized person,
including Social Security numbers, driver's license or state identification numbers and
financial data;

(b) A toll-free number:

a. That theindividual may useto contact the agency or person, or the agent of the
agency or person; and

b. From which theindividual may learn:

(i) What types of information the agency or person maintained about that
individual or about individualsin general; and
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(i) Whether or not the agency or person maintained information about that
individual; and

(iii) Thetoll-free contact telephone numbers and addresses for the major credit
reporting agencies.

(5) The naotification required by this subsection may be delayed if a law
enforcement agency deter mines, in writing, that the notification may seriously impede a
criminal investigation. This notification shall state the duration of the delay requested,
or shall berenewed after ninety days.

(6) A person required to provide notification shall provide or arrange for the
provision of, toeach individual towhom notification isprovided under thissubsection and
on request and at no cost to such individual to either provideat the choice of the consumer
credit reportsfrom at least one of the major credit reporting agencies beginning not later
than two monthsfollowing a breach of security and continuing on a quarterly basisfor a
period of two yearsthereafter or pay for freeze fees, which include placement with each
of the major nationwide credit reporting agencies and temporary lift twice per credit
reporting agency during a twelve-month period.

3. (1) All remedies, penalties, and authority granted to the attorney general shall
be available to the attorney general for enforcement of this section.

(2) The remedies and penalties provided by this section are cumulative to each
other and the remedies or penalties available under all other laws of this state.

4. Any waiver of the provisions of this section is contrary to public policy, and is
void and unenfor ceable.
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